S safespring

POLICY

Safespring SWAMID
privacy policy

Policy for the management of personal information within the
scope of the Identity Provider (IdP) as determined by Safespring.

The Identity Provider performs authentication at the request of a service that Safespring recognises,
either via metadata provided by the SWAMID identity federation or because the service and
Safespring have a specific agreement. Depending upon the type of service involved, the service's
purpose, and the relationship the service has to the Safespring identity provider, one or more pieces
of personal data are transferred from the customer's catalogue and authorisation system to the
requesting service. This procedure follows the intent of the Swedish personal data protection
legislation.

Services categorised in SWAMID's metadata with entity categories receive attributes per SWAMID's
recommendations; see table on page two.

Transfer of personal data

When customers log in to this service, certain information is transferred from the identity issuer
(customer login service) to ensure that the user has access to their data in the service and to provide
a customised interface.

In connection with the login to this service, the following personal data is requested from the identity
issuer used.
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Information about users

Personal data

Purpose
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Technical representation

Unique identifier

Entitlement

Email

Name

Issuer identification, normally

User roles

Add users email to user data in

Compute service

Display the name of the user in the

dashboard

eduPersonPrincipleName

eduPersonEntitlement

mail

displayName

In addition to direct personal data, indirect data is also transferred, which organisation the
user belongs to and which identity issuer was used when logging in. In combination with
the above personal data, these can be used to identify an individual uniquely.

GEANT Data Protection Code of Conduct

This service complies with the international framework GEANT Data Protection Code of
Conduct for transferring personal data from identity issuers to the service. The framework
is intended for services in Sweden, the EU, and the EEA used in research and higher

education.

Find out more about the framework at Géant's website.
http://www.geant.net/uri/dataprotection-code-of-conduct/vl
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